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Guidance for Industry*

Electronic Source Documentation in Clinical Investigations

This draft guidance, when finalized, will represent the Food and Drug Administration's (FDA's) current
thinking on this topic. It does not create or confer any rights for or on any person and does not operate to
bind FDA or the public. You can use an alternative approach if the approach satisfies the requirements of
the applicable statutes and regulations. If you want to discuss an alternative approach, contact the FDA

staff responsible for implementing this guidance. If you cannot identify the appropriate FDA staff, call the

appropriate number listed on the title page of this guidance.
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I. INTRODUCTION FX

This document provides guidance to sponsors, contract research organizations (CROs), data management
centers, and clinical investigators on capturing, using, and archiving electronic data in FDA-regulated

clinical investigations. This guidance is intended to ensure the reliability, quality, integrity, and

traceability of electronic source data and source records maintained at the site for FDA inspection.
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This guidance is intended to promote the capture of source data in electronic form, which will help to:
« eliminate unnecessary duplication of data,

« reduce the opportunity for transcription errors,
= promote the real-time entry of electronic source data during subject visits, and

= ensure the accuracy and completeness of data (e.g., through the use of electronic prompts for missing or
inconsistent data).

I This guidance has been prepared by the Office of Critical Path Programs, the Good Clinical Practice Program, and
Bioresearch Monitoring Program Managers for the Center for Biologics Evaluation and Research, the Center for Drug
Evaluation and Research, and the Center for Devices and Radiological Health at the Food and Drug Administration.
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This guidance is intended to be used together with the guidances for industry® entitled:
< Computerized Systems Used in Clinical Investigations

« Part 11, Electronic Records; Electronic Signatures — Scope and Application

« General Principles of Software Validation; Final Guidance for Industry and FDA Staff
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FDA's guidance documents, including this guidance, do not establish legally enforceable responsibilities.
Instead, guidances describe the Agency's current thinking on a topic and should be viewed only as

recommendations, unless specific regulatory or statutory requirements are cited. The use of the word

should in Agency guidances means that something is suggested or recommended, but not required.

KIA B A% Gt FDA A X ACEIL, ERBEHEBE LRV, LA, A X RIE, FED
HHE: 5 5 WITESEEDSIH SN TV DEAEZRWT, 2 FE Y ZIZOWTOYROBIEDE 2
AL, BEEATTICLEEED, YROHA X ZATHH SN D HFE (should:~TH s Z &) 1T
BHDHVTHESEIZ L EE Y | BRTIE AR,

2 FDA guidances are available on FDA’s Web page at www.fda.gov/Regulatorylnformation/Guidances/default.htm.
FDA guidances are issued and updated regularly. We recommend you check the Web site to ensure that you have the
most up-to-date version of a guidance.



II. BACKGROUND &

The initial documentation of data in a clinical study is considered Source documentation or Source data.
The originator, or recorder, may document the data either on paper or electronically. Source data
documented in paper format (paper source document) is a tangible document that can be physically located

at a clinical study site and readily available for inspection and copying by FDA investigators.
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With the increasing use of computerized systems in clinical studies, it is common to find at least some
source data documented electronically (eSource document). Common examples include clinical data
initially documented in electronic health records maintained by hospitals and institutions; electronic case
report forms (eCRF), which are increasingly being used by clinical study sponsors; electronically
generated laboratory reports; electronic medical images from devices; and electronic diaries provided by
study subjects. The use of eSource documentation is of great value in the conduct of clinical studies.

However, unlike paper source documents, eSource documents and data can be easily copied, transferred to

other computerized systems or devices, changed, or deleted without obvious evidence of these events.
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Access to source documents and source data is essential to inspection and review of clinical studies and
inspection of clinical study sites. Verification of source data is necessary to confirm, among other things,
the participation of subjects and to detect omissions, transcription errors, alterations in data, or falsification
of data. When paper source documents are available for review, tracing of data in paper-based studies can
be performed easily. However, when source data are electronic, the data are traced through complex data

capture, transmission and archival processes.
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This guidance recommends practices that will help ensure that electronic source data are accurate, legible,
original, attributable (e.g., user name and password), and contemporaneously entered; and meet the

regulatory requirements for recordkeeping and record retention.’
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This guidance discusses the following specific topics related to electronic source data:
« The identification of the data element as the basic unit of information in the eCRF

» The description of the source of each data element

« Information about the electronic creation, modification, transmission, and storage of
« Investigator responsibilities with respect to reviewing and archiving data

» Transmission of data to the sponsor and/or other designated parties

» Preservation of data integrity
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3 Investigators are required to maintain adequate and accurate case histories that record all observations and other data
pertinent to an investigation under 21 CFR 312.62(b) and 21 CFR 812.140(a). Investigators of device studies must
maintain the study records during the investigation and for a period of two years after the latter of the following two
dates: The date on which the investigation is terminated or completed, or the date that the records are no longer required
for purposes of supporting a premarket approval application. 21 CFR 812.140(d). Investigators of drug studies must
retain study records for a period of two years following the date a marketing application is approved for the drug for the
indication for which it is being investigated; or, if no application is to be filed or if the application is not approved for
such indication, until two years after the investigation is discontinued and FDA is notified. 21 CFR 312.62(c).




II. ELECTRONIC SOURCE DOCUMENTS AND SOURCE DATA
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FDA regulations define an electronic record as any combination of text, graphics, data, audio, pictorial, or
other information represented in digital form that is created, modified, maintained, archived, retrieved, or
distributed by a computer system (21 CFR 11.3(b)(6)).
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The terms eSource documents and eSource data are not defined in FDA’s regulations. For the purpose of
this guidance, the terms eSource documents and eSource data are used to describe source documents and
source data for which the original record and certified copies* are initially captured electronically.
eSource documents and eSource data can come from a variety of activities and places. For example,
study personnel may perform a direct entry of clinical data into a computerized study database. eSource
data may be collected from a subject’s electronic health record, which is maintained by clinical study staff.

eSource data also can come from an electronic diary, maintained by a study subject or from an automated

instrument that records and stores a subject’s biological readings.
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The eCRF is a vehicle used to assemble all the data from different electronic- and paper-based systems and
makes it possible to capture and organize these diverse data in a manner that satisfies the study protocol

and that enables the data to be systematically reviewed and analyzed by investigators, other authorized

parties, and FDA (e.g., during FDA inspections).
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4 See Glossary of Terms in this document.



Figure 1 depicts one example of how data might flow in a clinical study from the point of data entry into
an eCRF, and eventually into a tabulation prepared by the sponsor and submitted to FDA in support of a
marketing application. In figure 1, three tiers of data management are identified: Tier 1-Data Entry; Tier

2-Data Review; and Tier 3-Data Processing and Transmission. As illustrated in figure 1, data from

paper-based or computer-based systems can ultimately be preserved in the eCRF as electronic data.
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Tier 1 (Data Entry): Tier 1 represents examples of various categories of data originators, those
responsible for creating the data elements in a clinical study (e.g., the clinical investigator, study site

clinical staff, medical devices, and subjects; see section III.A of this document for further discussion).




Original observations can be entered directly into the eCRF or transmitted to the eCRF from various

locations, devices, or instruments. Source data could be collected and documented initially on paper and

transcribed into an electronic system or documented initially electronically (i.e., direct entry).
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Associated with each of these categories is a list of authorized data originators (e.g., the category Patient
Reported Outcome may contain a list of all the subjects providing a patient reported outcome). Each of

these authorized data originators would have an individual identifier (e.g., user name and password) that

enables him/her to electronically enter specific data elements into the system.
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Tier 2 (Data Review): Once the data elements have been integrated into an eCRF, the clinical
investigators, who are ultimately responsible for conducting or personally supervising the conduct of a
study,” can review the eCRF. Investigators thus have the opportunity to review completed portions of the
eCRF, to query the originator prior to transmission to the sponsor and other parties regarding data
elements that raise concerns, and ensure that any relevant clinical issues raised by the data are addressed.
Once investigators have reviewed and signed off on completed portions of the eCRF for a study subject,

the data can be archived and transmitted to the parties in Tier 3.°
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5 See 21 CFR 312.3(b) and 812.3(1).

6 Under exceptional circumstances, a protocol may require the blinding of an investigator to specific
data elements. For example, a measurement of urine osmolality could effectively unblind the
treatment allocation for an osmotic diuretic. In such protocol-specified situations, a party in Tier 1

would be able to transmit a data element directly to a party in Tier 3 without the investigator’s sign
off.



Tier 3 (Data Processing and Transmission): These are parties responsible for study data management

who may receive the data once the investigators have signed off (e.g., the institutional review board,

sponsor)
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Certain individuals can operate at more than one Tier. For example, the investigator could enter data at

Tier 1 as study site clinical staff, view subject data and sign off on eCRFs at Tier 2 as investigators, and

analyze and report data as an investigator/sponsor at Tier 3
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The following sections describe in more detail the data that are captured or managed at each Tier level.
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1. Data Elements 7 —%

A data element in an eCRF represents a single observation associated with a subject in a clinical study.
Examples include birth date, white blood cell count, pain severity measurement, or other clinical

observation made and documented during a study.
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For each data element provided on a subject in a clinical study, there is an originator responsible for its

entry into the eCRF (see section III.A.2 of this document).
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a. New Data Elements Created by Authorized Originators
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Many data elements in a clinical study are newly created at a study visit and may be entered directly into
the eCRF by an authorized data originator (e.g., blood pressure, weight, temperature, pill count, resolution
of a symptom or sign). FDA may sometimes request other documents to corroborate a newly created data
element entered directly into the eCRF by an authorized originator. For example, in an initial visit, an
investigator may ask a subject about underlying illnesses such as diabetes, and proceed to enter diabetes in
a section on underlying illnesses. FDA may request a hospital record to review for evidence of blood

glucose testing or the use of anti-diabetic agents to corroborate a diagnosis of diabetes.
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The accuracy of data elements that are transferred automatically from a medical device or
instrument to the eCRF (e.g., a laboratory measurement of hemoglobin, an EKG, or an

automated measurement of blood pressure) depends on the ability of the equipment to record and

7 Consistent with the principles of the International Conference on Harmonisation, “E6 Good
Clinical Practice: Consolidated Guidance,” which is available on the FDA guidance Web page.



transmit data from the device or instrument to the eCRF. FDA may ask the sponsor and/or
investigator during an inspection for information on the reliability and integrity of the software
and equipment used to record and transmit the data element, and the ability of the software to

ensure that data elements are entered for the correct subject.

IR & D WL ERRER E D eCRF ICHBIMICERE SN T — X O EfEME (b 21X, ~EZrero
ARERHERE R, EKG & 2 W HENMERIERE S 13, #HER L OMEE D eCRF 127 — & & fidk « 5k
ERAY <10 ‘%C@ﬁﬁﬁJmAiE%Z%WT\ﬁ%@ﬁ%@%ﬁﬁﬁﬁﬁi T — X DFLERRCIEE
WHEHSND Y 7 Fy =7 BRI OEEOEEN L SERMEIZONTR, T =4 BN IELWEREIZA S
TWDZ L EFFITEY 7 b7 =T OMWREICOWTERT S Z 2 083b 5,

b. Transcription of Data Elements from Other Source Documents
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Data elements that are transcribed by an individual from a source document, such as a laboratory report or
hospital record, into an eCRF should carry a data element identifier reflecting the originator responsible
for entering the transcribed data element. The source documents related to the study and from which the
data elements are transcribed must be maintained and available to an FDA inspector if requested (e.g., an
original or verified copy of a laboratory report;

instrument printout; progress notes of the physician; the study subject’s hospital chart(s), and nurses’

notes). See 21 CFR 312.62(b), 312.68, 812.140(a)(3), and 812.145(b).
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Other data elements, such as those originating in an electronic health record, can populate the eCRF
automatically. In such situations, the electronic health record would be identified as the source of the
information and must be made available for review during an FDA inspection. The sponsor and/or
investigator may also be asked during the inspection to provide information on the ability of the software
to transfer accurate and complete data from the electronic health record into the eCRF.® Algorithms for
data extraction should be described in the study protocol or in another document that includes data
management details. For example, some patient data in the electronic health record, such as concomitant
medications, may change with time. The procedure for selecting the appropriate data element should be
described.

8 Ibid.
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2. Data Element Attributes and Data Element Identifiers
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a. Data Element Attributes 7 — % Jg& M

Data element attributes are pieces of electronic information that are linked to a data element (e.g., for the
data element ‘“hemoglobin”, the attributes might include the value=13gm/dl, date of the
observation=February 12, 2009, observation type=laboratory test, data type=numeric), which ensure the
correct electronic processing of the data element. They also provide information on the source of data

9
elements.
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b. Data Element Identifiers 7 — % 7Bl

Data element identifiers are those attributes that identify:

* the originators of data elements, including those entered manually (e.g., by the investigator), and
automatically (e.g., from a device or instrument);

¢ the date and time the data elements are entered into the eCRF; and

* the study subject to which the data elements belong.

These allow FDA reviewers and investigators to examine the audit trail of the data.
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9 See the Study Data Exchange standards on the FDA Data Standards Council Website for the technical

details on data element attributes at
httprwww.fda.gov/ForIndustry/DataStandards/StudyDataStandards/default. htm.
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c. Display of Data Element Identifiers 7 — 4}l 7- D F R

Although it is not necessary to automatically display the data element identifiers wherever data elements

appear, the system should include a functionality that enables the user to reveal or access the data element

identifiers related to each element (e.g., by cursor placement over the element, and/or a view mode
displaying the data element together with its identifiers).
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The following table gives examples of data elements and corresponding data element identifiers.

UTFOERTIZ, 72 LG T 27 —Z@llF ol zRm L ThWd,




Table 1. -- Example of‘Data Element§ and Data Element Identifiers*
R1—T —FZ B LT —Z @B+ D5

eCRF D7 4 —/ K| F—% | T—F#BIF AV OR—F| T—FBATF : AR¢ [T —FBBIT : PEBRE

BEIDH AD0012 |HFhar Va—FDT L June Ist, ADO0012
b7 =Y XA 2008/3.00 pm

LRI B TRBRETERT R AI A June 1st, AD0012
2008/10.53 am

Ffp 25 ik TRRETERT RAI A June Ist, AD0012
2008/10.53 am

~NEZBrEYV 15.3 gm/dl Co-op WFFERT June 2nd, ADO0012

2008/noon

*AE T EUMIE| June st TRBRETER RAI R June 1st, AD0012
H i 2008/9.23 am 2008/10.53 am

T RS #i LH7-5 | DrPBrown, JHHRIHE June 1st, ADO0012
2008/4.12 pm

& 124/88 AB BEZR L AT A June Ist, ADO0012
2008/10.20 am

BisiiES ***] asix BREILER RAIX June 1st, ADO0012
40mg QD 2008/10.53 am

the time the sample was drawn.

record or pharmacy record.

* FDA recommends that clinical data be entered electronically by study site personnel at the time of the
subject visit to avoid transcription from unnecessary paper records.
** The timing of certain data elements may be important (e.g., the precise time at which sample was
drawn). In this case, the time that the sample was drawn should be obtained as a separate data element
since the data element identifier indicates the time that the data element was entered into the computer, not

*** To verify this transcribed data, FDA may request other existing documentation such as a prescription

*FDA 1 Z, HED D D D RLIERBR G 20T 572012, RE DO Y » FEHIERY A MBIk - T
FEBIT — X PREFINCANT IND Z L HEET 5,
DT —HZIIEA I T PNEETH D, B VTR SN IEMRRR) oy —ZADBRE,
P TR SRR OT — 2 L LTAFTRETH D, FHUIT —F#AF2=3T 0%, 7
—ANALEa— I ANNINTRFTH-> T, YA SRR TIIZR N6 TH D,

#k = DERG.T — X B REET D 72 FDA IR NA F 721 LiHAIRRSR & W o Il OBEfF SCE A 2k 35 =

EbdH D,



3. Modifications and Corrections BRI L OEIE

Modified and/or corrected data elements should carry new data element identifiers, reflecting the date,
time, and originator of the change. Both the modified data elements and their data element identifiers
should be write-protected. A text field describing the reason for the change and the relationship to the

original record (e.g., append, replace) should be added.

EERLEESNTZT —ZI1E, B, MBIXOEREZKR LT B LWT — 20+ 2/ F7T 5, ZREIN
T =2 BIOEOT—Z@ERFIEEL L, AL TR S22,

EEHBHBLIOAFY) Vo a— REoRE (F 8, ##) 2EfT 27 %2 70— FidB
MEN2R2 T TR B 720,

The original data element with its original data element identifiers should be preserved and available for

review by FDA investigators.

FUVCFNVNDT =2 ZDA ) VT NVOT— XTI, REINE L TFDAABZEEBEICL > TLE 2w
RE TR T IUE R B 72w,

The following table gives an example of a modification to a data element. This information would also

apply to correcting a data element.

TRDOEILT —H ~DEEHIZRL TS, ZOBRIIT—FOEECHEA I TV,
ZOBEHRIIT—FORIEICET SN D,




Table 2. — Example of Modification/Correction ~ #2 ZE® /MEEH]

eCRFD 7 4 —/L K T—H T — 2 A
Hemoglobin 12.3gm/dl EHH . IR HEERT Dr. B Green / 20084777
~ESrEy H FRI9%E/AD0O012

FRE : 200847 H 6 H Co-opifFFEFT CHEYE(L DM
BMICERT AT —F2 =7 —0HE ; 7R
BE I

Original data (write-protected automated carryover):
Hemoglobin 15.3gm/dl (Co-op labs/June 2" ,
2008/noon)/AD0012

AV OFNT—F (EEiAHEIE, HEMEE)
~E 7 1 E153gm/dl (Co-ophF5EFT/20084F6 H
2H/IES) /AD0012

4, Repeated Appearance of the Same Data Element in an eCRF

Occasionally a data element may appear more than once in the eCRF. A data element can automatically
populate more than one appropriate location in the eCRF where it is meant to appear. However, data
elements should not automatically populate multiple fields in the eCRF where the data may change. For

example, a subject’s weight measurement should not automatically populate later visits in the case report

form since the weight may change over time.

eCRF HUZT — & 2 L EHEBLT 5 Z x5, 7 —H 1, HBA BRI TS eCRF O )72
MEFTICIE, 2 B ER#BMICENEND Z LB D, LNLRRG, T—2IF, T— 2 PNEE I D eCRF
DEED 7 4 —/V RIZHBRNSEMN S TIEWT v, Flx X, #BRE OFREIL, JEFIHREOZAOE
Ty MRICEBIMISEN S XD 20, (KEIEEME EHICEDLINLTH D,

5. Electronic Prompts to Ensure Accuracy and Completeness of Data
T =X DIEFEE & SE R S iR T AT T = > 2

FDA encourages the use of electronic prompts in the eCRF to minimize errors and omissions at the time of
data entry. Prompts may be designed to alert the originator to missing data, data inconsistencies,
inadmissible values, and to request additional data where appropriate (e.g., by generating an adverse event

report form triggered by a critical laboratory result).

FDA (%, eCRFIZBWTCANF = v 7 OFEHEHIET 2, T—X ANWEEO T — LB % i/IMET 57289
Thbd, Tz Zid, T—F i, T —XDOR—E, #FFRNOME, %4 T 2556, BINT —% 0K (4] :
HERETEROT-OEFEZHREELERTIHE) 24 ) VX=X |IIHE ST 5EXE H D,



6. Originators of Data Elements
T=XDFY KK

Originators of data elements can include site clinical staff entering data into a computerized system or
medical devices automatically populating specific data fields in the eCRF. Examples of data originators

include but are not limited to:

FT—=HDFN X —HF|TE, T—HE T a— AT A ANTBRERBESZEO A X v 7 F 21X
eCRF ORFEDT — X 7 4 —)b RICHBWIBINT 2 =EER DS H D, TV ox—2DfFlE LT, L%
BTN EIVUTIRE L7220,

» Investigators or authorized study site clinical staff responsible for interviewing study subjects (The data
elements they provide might be obtained either by observation of subjects or by review of patient
records.)

» Biomedical devices (e.g., a blood pressure machine or EKG machine)

» Automated laboratory reporting systems

» Imaging facilities

» Consulting services (e.g., a radiologist reporting on a CT scan)

* Electronic health records programmed to populate specific data fields in the electronic case report form

» Randomization tools that assign subject numbers

» Barcode readers recording medications or devices

» Pharmacies

» Clinical study subjects (the data elements they provide might include patient reported outcomes or

informed consent).

o BREA~OA X EaIETE  OIRBRELEN E 72135 E SN BRRBRBG O A ¥ v 7 (R
FOBERELITRFEORFEOL 2TV ELNDL T — & ZH24t)

o EWESEEE (B MR E DB R )

o HERBRHE AT A

o R

o aVHAT 4 TH—ER (B BUHREEMO CT A% x i)

s EAIEHIMEEORET —X 74—V F~OBNE T 7T ASNZEF LT

s WREFZFEHVYUTLT U H MY —L

o HEAIFEITHMS AT DN —a— N — & —

o ¥R

o IRIKHBRYIERE (BEWRET VNI LELEFA T =LK arvky b EELT—X 2L

Each study site should maintain on site a list of prospectively determined originators (persons, devices,

and instruments) of data elements authorized to transmit data elements to the eCRF. The list of




the audit trail for each data element.

originators should be co-developed by the sponsor and the clinical investigator. The list should

include users’ unique identifiers (e.g., user name) and the period for which authorization for data
entry was given (see Table 3 for examples). During an inspection, this list will assist FDA’s review of
For devices and instruments, the list should include any
available unique device identifier, the manufacturer, the model number, and the serial number. The list

should be maintained to reflect staff changes that occur during the conduct of the clinical study.

FARBRY A NI, eCRFIZT —X DIREMEREZ O, HONLHROONIA Y Px—4 (A, &b &

O%E) DU R b 2BIGICHER L2 T IE R B0,
AV IR —=Z DY A MIEREFEE B L O IRBREEEMIC X - THERFEIER L2 iEn s,

U R ML, 2—VEAEOMBEE ] 2—V4) BLOT—Z ANoOF BN GiE S 2T
R, (33 OpE M)

BEOM, 2OV A M, 7 =Xk 5 FDA OEEFENO L a2 3k 5,

B JOSEICBE L TR U R MR ATREZR KA 2@ 258, SEeE | ME, B LUV

TINESZNEEN TR TER SR,
UZ M, BRREBRERTICAECDZAY v 7ORREXT 5720, HEFF SN RTIXe 57200,

Table 3. — Example of List of Authorized Data Originators

AV Cx—2DY A Ml

FYVOR—=FDOHT Y F—YFGARXEINTF ) VR —F F—Y 74 ZHIH
BRR A X > 7 Dr John M Brown January 2, 2008-December 4
2009
Alice Smith RN March 5, 2008-December 12,
2009
H B aRH /) American Clinical August 30 2008-January 5,
Laboratories 2009
ClinPath Services December 21, 2007-December
12,2009
H B OB XA Cardiology products, Model May 13, 2008-December 12,

XG41, and
Serial # 29834

2009

Cardiac monitors Inc, Model
HG23, and Serial #45628

May 13, 2008-December 12,
2009

HBRERET U M A Study subject VL0012 February 24, 2008-March 24,
2008
Study subject VL0013 February 27, 2008- March 27,
2008
Study subject VL0014 August 18, 2008-September

18, 2008




7. Identification of Data Originators 7~V =K — % D#FE

For those who use electronic signatures based upon the use of identification codes in combination with
passwords, the clinical site must employ controls to ensure the security and integrity of the authorized
user names and passwords (21 CFR 11.300(a)). Controls should:

« Confirm that the password corresponds with the identity of the user

« Confirm that the user accepts responsibility for the validity of the data entered using that password

R — RENAT— ROMAGDOHICESWTEFBAZHEHNTHANCEL T, Brsiiza—4

4 L /XA T — K(21 CFR 11.300(2) D2 2MER L OS2 iR T 2720 BRBEGIZ =2 v ba— v 246/

Lgirhudebavy, v be—b i

o NRRU—REFET H2—VFOHILEME L2 TiX e b0

o a—YN RRU—FOMEHTAN LT —FOAMECELEEZFFOZ L AR L2 TER 67
|7

When electronic thumbprints or other biological identifiers are used in place of an electronic
password, controls should:
» Confirm that the biological identifier corresponds with identity of the user

» Confirm that the user accepts responsibility for the validity of the data entered using that biological
identifier

B HERGER A F 72 X O A HFER ERNE AT — RiZfRb> THEH SN HEICIE, 2 ha—

UEN

o a—VOREITKINT 2 AR ER L MR LR T UT R 5720,

o AMRERHEZFZMEN L TAWESNT —ZOFEIMECK L, 2—FRELEE O & 2R LR
FHEe B,

When a device or instrument automatically populates a data field in the eCRF, a data element
identifier should be created that identifies that particular device or instrument as the originator of the

data element. For example, if an EKG machine automatically populates the eCRF, a data element

identifying the manufacturer, model number, and serial number should be generated.

PRI AR £ 7T ERES N, eCRF FOOT — 4 7 4 — )L RZHEICBNT D & &, HEOERKERE -
RERBEN, 7 —2OF VIR —F LRETH LD, T —FEAFIEER SR T IE R B,
Z X, DEXBAELRD B#BIZ eCRF Z#ET 256, WG BEL IOV Y TVESORENEL R
FAUEZR B 720,




B. Tier 2 - Data Review ¥ —#Z L F o

1. The Investigator /24% & /7% Al

Investigators are those individuals who actually conduct a clinical study (i.e., under whose immediate
direction the investigational product is administered or dispensed to a subject). When a study is
conducted by a team of individuals, the investigator is the responsible leader of the team (21 CFR
312.3(b) and 812.3(i)). Investigators are responsible for conducting the study according to the protocol
and protecting the rights, safety, and welfare of study subjects (21 CFR

312.60 and 812.100). Investigators should evaluate and act on information emerging during the
course of the study. To meet this responsibility, investigators should continually assess subject

data to monitor clinical responses and to determine the need for treatment modifications.
Additionally, investigators must submit certain adverse events to the sponsor (see 21 CFR

312.64(b) and 812.150(a)(1) for additional information). The investigator must also record, within
each subject’s case history, the observations related to the exposure of each subject to the

investigational product (21 CFR 312.62(b) and 812.140(a)(3)(iii)).

TBBREATEERT, EEBICERRBR AL ET2@ATH L, (Thbb, REEOEIHSD 5L #BRE ~
O Z IR ICFe T 5,) BBANEAAOTF —LI L - CTEBEINDIHE. IBRETEMIZ, F—20
U—ZZxt LEEDNH D, (21 CFR 312.3(b) 35X 812.3(1) IRBREATERIIL, 71 b oL HEFILRE,
et L OWERE OEAIEAIZNE O S BRO Il ZFEE2F7> (21 CFR 312.60 and 812.100)
IEBREATERNL, BRI U B A THE L, F0 L2 TR 6220, ZoBEEERET20, 18
BREATEAN IR THRE OT —F BELITV., WIREUSZE=2 L, 1BREEOLEMEZRE L7227
T B, F7o, EREMEMITIAEFREZIBREGESE ICRR L TuEz2 5720, (21 CFR
312.64(b) F5 LN 812.150(a)(1) EMIEFHMAZ SO Z &), IRRE(TERMIX. SHBRE OREREIC, Ay
~OVRERFESL G\ B3 S Bl 2 ek L 72 1T UL 72 5720y (21 CFR 312.62(b)3s L TN 812.140(a)(3)(iii))

To comply with the requirement to maintain accurate case histories (21 CFR 312.62(b) and
812.140(a)(3)), investigators should review completed portions of the eCRF for each subject before
the data are archived and released to the parties in Tier 3 (see Fig. 1). The investigator should
indicate that he/she has reviewed the submitted data. For example, an investigator might initiate an
electronic command to enable transmission of data to parties in Tier 3, or append a data element
identifier (with the date, time, and originator’s name), indicating that the investigator has reviewed the

data element. This command or appendage would be applied to all the data elements belonging to

the portion of an eCRF reviewed by the investigator.

IEMe 7RI A2 HERF 45 & 9 BRI SR 28574 5 729 (21 CFR 312.62(b)3 L T8 812.140(a)(3)) . TABRE AT
EEZ, T—2N7 =47 &, 53 Offk (K1 258) 2V Y —RAINDEMIIEHEHRE D eCRF
FEBIZLE 2 LTI R 520, BREFEMIT, ffET— %212 L2 E 2R UE



7eb7e\n, FlxX, IEBREMLEMT, BRELEMPT — 22 Lo L2 & 2R LTH] 3 OMRICT
—HERE L, 3T (B, B, BXOF Y Ux—%4) 2ENT57-0H, EFra~vr KR
ZEET LI ENHD, TOavy FERIZZOMBI <~y X, BREEEMICEIY LE2Shis
eCRF OB T 53T X ToOTF—X|Z#EH D,

All sub-investigators (i.e., any member of the study team other than the clinical investigator
responsible for the conduct of the study) who are involved in entering or signing off on data elements

in the eCRF should be assigned their own user names and passwords.

eCRF OF =X D AFET2ITH TIZBD 5T X TORBRHE (B - B8RO FERELE TH HIRET
ERTAANDIRER T — LD A L 3—) ([ZiE, ENENMHA D2 —FH L2 T— FREID 4 THRD,

In exceptional circumstances, the protocol may require that certain data elements be hidden from the

investigator. Concurrence with this procedure should be obtained from FDA review divisions.

Such data elements may be forwarded directly to parties in Tier 3 without investigator sign off.

FISARI 72 BREBEICEB W TIL, 71 Fa il K-> CURBBREBE(LEMOBEM L2 nWT — X ZBR S 5550
HbD, ZOFE~DRIEIL, FDA DL E 2 BZNLELNRITIXR LR, TOXH 72T —XX, 1k
BREAEERTI DY A 72 LT, 5l 3 OB EREIRE I NI GEND D,

2. The Investigator’s Copy of the eCRF /28 & /FEMIIZ ) S i FIEPIR & E (F)

The eCRF is the electronic document containing all data elements on a study subject that the
investigator has reviewed prior to release to parties in Tier 3 (e.g., the sponsors, CRO, institutional
review board). Portions of the eCRF may be released to parties in Tier 3 as the study progresses. The
procedure and timing for release before study completion by the investigator should be included in the
protocol. The eCRF should permanently carry the electronic signature of the investigator who

reviewed it.

eCRF |X, HBRF T AT R TCOT— X Z2ELEFLETHY . IBBRE(TERMA, 513 Ok (3l :
BERKIEE . CRO. IRB) ~D VU U —Z|ZHT->TLE2 LD TH S, eCRF D—E57N, 158D
WL LT, FI3OMKICY Y =235 bbb, IBREIEEMICEDIERETRIOY U —ZADFIE
EXAIUTE, Ta hanicES it b7, eCRF X, LB = LR E(TEROE B4
DMEABNAT ST uE7e 7220,

The eCRF for each subject, along with the study design and study participation data, should be stored
as extensible markup language (XML) files following the current FDA Study Data Exchange
Standards."’

10 See Attp//www.fda.gov/Forindustry/DataStandards/StudyDataStandards/default.htm.




BWERE D eCRF 1, BT VA B L OVRBREG T —% & L b2, BAIED FDA OIRBRT — X WA X
VHE— RIS T, JEE~—2 7 v 7 E5E (XML) 7 7 A WVRE SN2 TR B0,

The physical location of data will vary, depending on the complexity and structure of the study. For
example, data reviewed and signed off by an investigator can be stored on a personal computer, a

network server, an internet server, and/or a variety of storage devices (e.g., DVDs, removable drives).

FDA recommends the following:

T — X OWERR AL E X, TEEBROBMENER T OMEHNC X 0 235, B2, IeREMEMA L E =2 L,
BL LT —2F, MADa s Ba—HE Xy NT—IH—NRE A F—Fy F =N EBIOX
kA 72 A P L— U TS RBRE SIS, (Bl : DVD, UA—T )L« KT A7)

FDA [ZLA R D Z & 21345

» The clinical investigator should generate a write-protected copy of the eCRF for the study archives
following review and sign off.

» The clinical investigator should maintain control of these copies.

* The clinical investigator must retain a file of these copies for a minimum length of time. (See 21
CFR 312.62(c) and 812.140(d) for additional information.)

» The sponsor should describe in its standard operating procedures the location of the copies so they
are available to FDA inspectors as a reference for data validation.

» Archived copies of eCRFs and other electronic documents and records required by 21 CFR 312.62(b)
and 812.140(a)(3) that are pertinent to the clinical study (e.g. laboratory reports, pulmonary function test
reports) should be available in read only format at the site of the study. These may be requested by
FDA during a site inspection (21 CFR 312.68 and 812.145).

* When an investigator has transcribed data elements from paper documents into an eCRF, the investigator
must also retain the paper documents for review by FDA (see 21 CFR 312.62(c) and 812.140(d))

* During the clinical study, archived data elements should be available in read only format to the
originators who submitted them. For example, although the archived data may reside in a personal
computer, a Web-based repository, a central data server, or as a paper archival copy, the laboratory
should have access to the hemoglobin levels that it reports, just as the study subject should be able to
review data reported in a patient-reported outcome tool or patient diary. The data that are part of the
subject’s case history may be requested by FDA during a site inspection (21 CFR 312.68 and 812.145).

» The investigator’s copy of the eCRF should be write-protected (read only) at the time of investigator sign
off. Ifnecessary, amendments can be made separately with an appropriate audit trail, including the

originator, date and time of the amendment, and reason for the amendment (see section I1I.A.3 of this

document).

o IEBRE(TEMIT., L E 2B I OBLE, BT — B A1 7 HIZ eCRF OFIALEE LD 2 ¥ — % {FRL L 72
FIUXZR B 7220,



o BBRETEMI. IN60ab—%2H#ERE L2 ITIX 5720,

o IRBREEERL. RIEHROBM I NOE LD 7 A VEEEE LT EZ2 5720 (21 CFR 312.62(c)
B IO 812.140(d) BN R A SO Z &),

o JEBRKIEA L, FDA BEERENT =4 N F— a0 EL LTHATE S L Hic, EHEEETIE
DORT, I —DEHTz s L2ThIER 5720,

e eCRFDOT7—HhA7ENT-a bt —EIO21CFR 312.62(b)I5 X O 812.140(a)(3) TER S 1, B ERIZ
B 2MDE T R o A FEGEIE (B BBRLA— b, MgERAELFR— N IRROBS T
A BT 4 —~ v N THRAMNAEE TR TR 57220, Ziu, FDA BUEAZIZIB\CHERK
ENDHZENHDH, (21 CFR312.68 B LT 812.145)

o RBREEEMINT — X 2O K 2 A2 M D eCRF [ZEEFET DA, 1A E(LERM FDAICL D L
EaDlzH, O F¥ o A2 FHRFFLZR T/ 5720, (21 CFR 312.62(c) £ UF 812.140(d) & &
oz L)

o HRRIGERP., T AT ENTT—HiE, BELEA ) U —FIIx L, ARV ER T —~v
N CRIHBAIRE TR UL e B, FlZIE, 7T—hA 7 &7 —ZiF, HADa v Ea—F,
V= TR ATORE, FRT—Z2—"— HOHWIKGLGER 2 — & LTHFEET LA TN E
. REMBEITHE SN TVANESZI B E L LU T 7B A LTS D, BRSNS R
WET U M ATIEFHRTHREINTVDLT —FZ L B2 TERITUITRLRVD LFRETH
%o WBRE OIEFIRE O T — 2 1%, BUGAZEMM T, FDAIZ K> TERINDH Z L H D, (21 CFR
312.68 # L OF 812.145)

o JRBRETERNAFFD eCRF O 2 B — (X {RBRETER OB 4 T DRFL, F X IALER L GesH LEH)
TRITNER R0, RERIGE AV Ux—4 BEOHK, BIOMEEOHEMBZ 5O ThlikiE
U7 BE |G 2 & 5 2 & C, [BEIEIXFHECTH D, (ALED section IIILA3 Z &)

C.  Tier 3 -- Data Processing and Transmission 7 — & L & OMis &

Various available technologies can be used to acquire and transmit data electronically, provided the
security of the information can be ensured and access to the system containing the data is limited to
authorized password holders. Examples include traditional programs run from personal computers,

Web-based systems, hand-held devices, or automatic output from laboratory instruments or medical

devices.

BEHROTF 2V T 4 DHERSN, T—FE2ELV AT A~DT 7 E AN HESNIZ/AAT — FMEREIC
REIN TSI EEFME LT, RxRFAMERT 7 /7 ay—2Xy, T2 EETHICATR X
OREBICHATHZENTED, Bl LT, HADI U Ea—E o0k 70 7T LiLE), Vo7
R=ZADY AT I, T NA A IR ELEE H 5 WITERESR OB 1N H 5,

Electronic data acquisition enables real-time transmission of data during the progress of a clinical

study. For example, following investigator sign off, a sponsor may choose to automatically transmit

blinded laboratory data directly into a central safety archive, and these data may be transmitted to a




data and safety monitoring board. As part of a sponsor’s designated monitoring responsibilities, a

sponsor may choose to transmit study data to a CRO for real-time evaluation.

BT — 2 OBRE, BIKRBROERTICT =2 DY T AT A DREEZFRRICT 2, #l2X, 1BBREE
EEIOZA OB, IRBREKEE X P ROLELRERICEREERRAET — 2 2 ABRET 5 2 & 23R
T&, IhbDT7T—2%, 7T LEMEREZERIERESND, WRIKEEORELE=2) 7
DEFEO—ImE LT, IBRIKIEE 1TIER T — % % CRO (CFERHFHE T #5592 Z L 28R TE 5,

Sponsors should describe which data elements will be transmitted electronically, the origin and
destination of the data elements, the parties with access to the transmitted data elements, when to transfer,
and any actions, such as protocol modification, that may be triggered by real-time review of those data
elements. Authorized changes to the electronic source data by the originator should be transmitted to all

the data destinations. Blinding should not be compromised during the transmission of data prior to

completion of the study.

BRI (X, 7 — X OBTHIRE. T — X OREILEREF L, kST —X T 7B AT 5.
RG], 7 — 2 DUV TN EA AL E2lZEVAELD T e haLOEF LW T 7y a v aigd L
T b, TV PR —HICEDBETET —FDOA—Y T4 RENTEEEIL, T XTOT— X %t
FEITHAE SALRIT LR B 72, IRBRSE TR, 7 —Z EERICERIEDIRIR L TR 5720,




IV. REGULATORY REVIEW COLLABORATION
HEISFD L ¥ 2 D70 K

In an effort to facilitate the review of submissions and ensure that FDA’s requirements are satisfied,

FDA’s review divisions are available to review with sponsors their plans for the handling of electronic

source data before implementation of a computerized system.

FEEED L B = 22t L FDA OBEI B - S5 2 L #RGET 5725, FDA O L E =5 IX, =2
Ea—Z b AT ADOEARNT, BFET—F D2 R I T AIRBRIKEEOREEZ L 215
ZEmEAFEL LTV,

Detailed information on software development and the use of computerized systems in clinical studies

can be found in FDA’s guidances on the General Principles of Software Validation and Computerized

Systems Used in Clinical Investigations.

Y7 ~U =7 BB OFMERB L OERRRICE T 2 2 Ea—2 by AT LOFANTE LTI, FDA
D H A X A“General Principles of Software Validation and Computerized Systems Used in Clinical
Investigations”® F1 CFLik LTV 5,

Sponsors should include in their protocols information about the intended use of computerized systems
during the conduct of a clinical study. Protocols should include a description of the security measures
employed to protect the data in each case, and a detailed diagram and description of the transmission of

electronic data.

TR 1S, BRI ERAIH BT 23 Ea—2 by AT AD0BKT 2EHICHO>VWT, 7'r k=
NOREBITFEH L2 TR B2, 7'r b aZid, SEGIOT — 2 Rl L DN DL RO
MBI OESFT —FEEDOLAT 7T LOFEMEBHAZFLE LTI 6720,

Sponsors should also include information in the protocol about electronic tools intended to be used to

detect events in the eCRF such as, but not limited to, data inconsistencies, missing data, and entries out of

range. Logs to record errors that are detected during the progress of a clinical study should be included.

TRERIEEA 1L, eCRF T OHREROKBIEICHI AT HE Y —VIZHONWT, 71 b aViliFREE 0t
ROV, FROFIELTIE, 7—FDOAR—E, T—X KB, BLOFHPFHIND AR H D0, ZIIZR
EENR, BERBROEITHICHRHE SN2 T =208 20 ZI3E TR0 b,




GLOSSARY OF TERMS H&&

The following is a list of definitions of terms used in this guidance document.
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Audit Trail: A process that captures details such as additions, deletions, or alterations of information in

an electronic record without obliterating the original record. ~An audit trail facilitates the reconstruction

of the course of such details relating to the electronic record.
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Certified Copy: A copy of original information that has been verified, as indicated by a dated signature,

as an exact copy having all of the same attributes and information as the original.
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Computerized System: Computer hardware, software, and associated documents (e.g., user manual) that

create, modify, maintain, archive, retrieve, or transmit in digital form information related to the conduct

of a clinical study.
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Data Element: A single observation associated with a subject in a clinical study. Examples include

birth date, white blood cell count, pain severity measure, and other clinical observations made and

documented during a study.
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Data Element Identifier: A write-protected information tag attached to a data element that includes the
origin of the data element, the date and time of entry, and the identification number of the study subject to

whom the data element applies.
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Direct Entry: Initial recording of data into an electronic record. Examples are the keying by an
individual of original observations into a system, or automatic recording by a system of the output of a

balance that measures a subject’s body weight.
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Electronic Record: Any combination of text, graphics, data, audio, pictorial, or other information
representation in digital form that is created, modified, maintained, archived, retrieved, or distributed by a

computer system (21 CFR 11.3(b)(6)).
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Electronic Signature: An electronic signature is computer data compilation of any symbol or series of
symbols executed, adopted, or authorized by an individual to be the legally binding equivalent of the
individual's handwritten signature (21 CFR 11.3(b)(7)).
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Read Only: Electronic material that can be viewed but cannot be altered or deleted.
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Source Data: Also known as original data, those values that represent the first recording of clinical

trial data elements
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Source Documents:  Original documents and records including, but not limited to, hospital records,
clinical and office charts, laboratory notes, memoranda, subjects' diaries or evaluation checklists,
pharmacy dispensing records, recorded data from automated instruments, copies or transcriptions
certified after verification as being accurate and complete, microfiches, photographic negatives,
microfilm or magnetic media, x-rays, subject files, and records kept at the pharmacy, at the laboratories,
and at medico-technical departments involved in the clinical trial. A case report form may serve as a

source document if data elements are newly created and not transcribed from other sources.
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Transmit: To transfer data within or among clinical study sites, CROs, data management centers, or

Sponsors.
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Write-Protected:  Information protected by a mechanism that prevents alteration or deletion of data.
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